
Advisory

Financial ServicesFinancial Services

Is your confidential data at risk?

March 2010



More and more incidents?

Reputation is one of theReputation is one of the
key assets of a company

Majority of breaches 
go unreported

People are the weakest link 
in the security chain Ultimate responsibility 

lies with Top Management
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The Information Technology Perspective

Information Technology

In today's fast moving business world, technology platforms and
systems play a critical role in the achievement of business objectives. It
is essential that the risks are identified and assessed to ensure they are

IT security

 User Access Management - Segregation of Duties (SoD)

 System landscapes and Interfaces

 Banking systems (parameterization logging Securityis essential that the risks are identified and assessed to ensure they are
being effectively managed.

Therefore, IT security is becoming more and more a concern for
members of management, as their responsibility becomes directly
involved.

To the extent of IT security, a certain number of questions should be

 Banking systems (parameterization, logging, Security,
SoD)

 Processes and procedures (also third party involvement)

 Data confidentiality, integrity, availability

 Network, hardware infrastructure, physical security

 Applications, operation systems, firewalls
raised, such as:

 Has data security been identified as a significant or strategic risk
in the company’s ongoing risk assessment process?

 Has the company assigned executive responsibility for data
security and protection?

 H th t k ff ti t t t i t

IT controls/IT control framework

 Using recognized standards (COBIT, ITIL, ISO 27001)

 Documentation of processes and controls

 Manual versus automatic controls

 Evaluation of design and implementation, test on
operating effectiveness Has the company taken effective measures to protect against

unauthorized data or security disclosure?

 Does the company have an effective program for monitoring
controls or has it recently evaluated its specific risks and
regulatory requirements regarding all data that is stored,
processed or used by the company?

 What are the ongoing metrics and key performance indicators to

operating effectiveness
External/Internal security testing

 Penetration (black box, white box), Web-App

 Intrusion Detection
Risk/Impact analysis

 Regulatory and compliance
 What are the ongoing metrics and key performance indicators to

be used to monitor compliance with established policies and
controls?

 Has the company established an effective program for
responding to a potential disclosure or data-loss event?

A profound review on IT security and implemented controls will help to

 Operational, Financial, Reputation
Change Management

 Risk awareness training

 Adaption of processes and procedures
Monitoring of IT systems

 Management Information System (MIS)
identify potential for improvement.  Key Performance Indicators (KPI)

Preventive and Crisis management
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The Forensic Perspective

Fraud is a broad legal concept that generally refers
to an intentional act committed to secure an unfair

l f l i

Misconduct is a broad concept, referring to
violations of laws, regulations, internal policies, and
market e pectations for ethical b siness cond ctor unlawful gain market expectations for ethical business conduct.

People are not born fraudster but become so. This does not mean that each
employee is a potential fraudster, but it rather leads to the question : “Why
do people commit fraud?”do people commit fraud?

There are three important factors concerned with committing fraud:
Opportunity, Incentive/Pressure and Rationalization (ref. “The Fraud Triangle”)
.

• Opportunity occurs generally through weaknesses in the internal controls
and contributes to create an atmosphere where fraudsters believe they are
likely to be successful and undetected.

• Incentive/Pressure might result from a fraudster’s excessive life style,
from pressure to meet targets, from the financial remuneration earned by the
individual, etc.

• Rationalization is the self justification found by the fraudster for his actions
(ex: they do not pay me enough who cares? rules are made to be broken)(ex: they do not pay me enough, who cares?, rules are made to be broken)
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The Forensic Perspective

Our approach is based on a specific fraud risk management methodology that assist clients in their efforts to
prevent, detect and respond appropriately to fraud and misconduct risks, through the design, implementation and
evaluation of antifraud programs and controls. This approach is tailored made to the client and its activities.p g pp

Prevention
A comprehensive fraud and misconduct risk assessment helps management
understand their business unique risks identify gaps or weaknesses in theirunderstand their business unique risks, identify gaps or weaknesses in their
controls and develop a plan for targeting the right resources and controls

Detection
Detective controls are designed to uncover fraud and misconduct when it occurs

Response
Responsive controls are designated to take corrective action and remedy the harm caused byResponsive controls are designated to take corrective action and remedy the harm caused by
fraud and misconduct

Identification
of business units, 

locations or
processes 

to be assessed

Understanding
client 

business

Inventory 
& 

categorization
of risks

Determining 
the overall
risk rating

Remediation
of risks

Assessment
of the likelihood 

and 
significance

of risks 
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The Processes & People Perspective

Processes

Although security cannot constitute an obstacle to the operational

People

Obviously, the management of confidential data very much reliesg y p
fluidity of activities, it is nonetheless essential to consider, in
every step of every major process, the associated risks.

To that extent, a certain number of questions should be raised,
such as:

 How many people, within a given process, should be

Obviously, the management of confidential data very much relies
on the resources per se of banking institutions. To that extent, it
is important for banks to be able to assess the capability of their
own resources to manage and maintain a high level of
professionalism and loyalty.

In addition, due to, among other, the large heterogeneity of
resources working in banks ensuring that all employees adopt a

granted access to sensitive information?

 What data do I need to handle this specific operation?

 Is there too many data available for this specific process?

 What are the processes in place to deter confidentiality
breach?

 How do private bankers manage their customers’ data?

resources working in banks, ensuring that all employees adopt a
similar and consistent approach towards banking secrecy and
data management, is also another crucial issue

In a context where most banks organize training and awareness
sessions to ensure that their resources are very much aware of
the importance of banking secrecy, there seems to be less and
less leniency towards resources not complying with rules and How do private bankers manage their customers data?

 Etc.

A review of the existing processes makes it possible to question
the current modus operandi, identify and assess the risks and
take appropriate mitigation measures.

less leniency towards resources not complying with rules and
regulations.

As depicted above, people-related issues are key and should
undoubtedly be carefully analyzed to ensure that all the necessary
actions have been taken beforehand.
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How can KPMG assist you?

How does it work ?

In order to assess the current situation in your Organization and

Preparation

interviews

Analysis Reporting and follow-up

Questionnaire

y g
benchmark it with state-of-the-art practices, we propose a
pragmatic analysis during which we will interview key resources
within your Organization (individually or in group):

 Management

 Information Technology

• (Builds on the PSD 
workshop)

• Initial meeting with the 
sponsor

• Identification of experts
• Customization of 

questionnaire

• Preparing report
• Discussing results of the 

impact analysis with 
sponsor

• Identifying priorities
• Estimating turnaround 

times and input
• Preparing roadmap

• Interviews / desk study in 
order to collect data

• Performance of gap 
analysis between the 
findings and the PSD 
requirements

• Validating findings with 
experts

Ac
tiv

iti
es

• Initial meeting with 
project sponsor

• Identification of key 
resources

• Customization of the 
questionnaire

• Desk analysis in 
order to collect data

• Workshop with key 
resources and fine-
tuning of the desk 
analysis

• Prepare list of 
recommendations

• Discuss results with 
project sponsor

• Identify priorities
• Estimate workload 

and planning
• Prepare roadmap

 Organization

 Human Resources

 Compliance/Legal

 Internal Audit

 Communication

Customized 
questionnaire

Results of the analysis List of recommendations
Roadmap of follow-up  

Project
sponsors

Key
resources Sponsor 

D
el

.
R

eq
ui

re
-

m
en

ts

• Customized 
questionnaire

• Raw results of 
the analysis

• List of 
recommendations

• Quick wins
• Roadmap

• Project 
sponsor • Key resources • Project sponsor

The analysis consists of easy to follow steps. The summary on
the right provides an outline of which activities will be performed
and which products they deliver.

Results

As a product of this analysis you will receive two main

Team

 KPMG has put together a
team of experienced
professionals combining a 
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V 1As a product of this analysis, you will receive two main
deliverables :

 A list of recommendations with a high-level project plan

 A list of quick wins that could be easily implemented in a
short-term perspective

professionals combining a
comprehensive set of
competences and skills.

 KPMG professionals are
certified in their area of
expertise, e.g. CISA,
CISSP, CFE, Six Sigma
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The German Tax Perspective

Factual situation

In the recent past the renowned banking secrecy of Luxembourg

the crime by the tax authority and will have to

• amend all his tax returns by declaring his income completelyp g y g
has been lifted in many areas due to international pressure.
Whereas Luxembourg did maintain its banking secrecy for non-
residents by introducing a withholding tax on interest paid to the
latter, it was not able to elude cooperation with German tax
authorities with respect to the exchange of information regarding
German citizens especially in cases of a suspicion of tax evasion.
P i f h i i i f i id f f d

amend all his tax returns by declaring his income completely
and free of errors (this can go back up to 13 years),

• inform the tax authorities about the amount of non-declared
inheritance or gift respectively;

• pay the evaded taxes (including interests) in due time.

Issues for the bankPremise for such cooperation is a prima facia evidence of tax fraud
which is now amply supplied by banking client data that has been
breached on stolen CD and is currently being sold to the German
tax authorities.

In case that Luxembourg income has not or not been properly filed
in the past the bank customer might be accused of tax evasion.

Issues for the bank

The banks are advised to assist and support their customer in this 
clarification process as the latter might not have all the relevant 
information and data to properly assess and / or calculate his 
taxable income. With respect to the detailed German tax 
provisions regarding the qualification and taxation of capital 
income which  furthermore  did significantly change in the past Besides a criminal punishment the bank customer will have to pay

the evaded taxes plus interest thereon.

Issues for the individual

In such a case what must be done if …

• there is a high risk of detection (due to e.g. data theft) regarding

income which, furthermore, did significantly change in the past 
years, a throughout understanding of the German taxation rules 
of the past 13 years is required.

Issues for investment funds

Many investment funds have not complied with the tax
provisions regarding the fiscal transparency of the investment

non declared assets in Luxembourg?

• a bank customer wishes to declare its hidden assets in
Luxembourg based on personal motives (e.g. upcoming
succession)?

To be exempt from criminal punishment the bank customer will
need to report himself (self denunciation) before the discovery of

fund in Germany. German unit fund holders did not requested
such treatment as they did not declare the respective income
from the funds in Germany. Hence, the unfavorable lump-sum
taxation for non-transparent funds did effectively not apply. In
order to reduce the amount of evaded taxes it is recommended
that the investment fund concerned establish retroactively the
fund’s tax transparency (up to 13 years)need to report himself (self-denunciation) before the discovery of fund s tax transparency (up to 13 years).
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